OBTAIN How-To: Transfer the OBTAIN
Server Database to a New Host Machine

The following steps outline the procedure for transferring an existing OBTAIN Server Database, and
any associated configuration files, to a new host machine:

Prerequisites:

In addition to simply backing up the OBTAIN Server database, moving it to a new host machine, and
restoring it to a new OBTAIN Server installation, there are a few additional prerequisites that need to be
completed/taken into account to ensure proper functionality of the new OBTAIN Server.

1) Firewalls/Ports — The most common issue when moving the OBTAIN Server to a new host
machine is the lack of allowed ports and firewall rules. For proper OBTAIN Client to OBTAIN
Server connections to work there are specific ports, or port ranges, that need to be allowed
through the host machine’s firewalls and security. Which specific ports/ranges are required can
be selected in the OBTAIN Server Configuration (Start > All Programs > OBTAIN Server Software
> Server Configuration). However, by default the required allowed ports are as follows.

a. Port 26690 (Primary/Initial port used to establish a connection between the OBTAIN
Client and the OBTAIN Server.)

a. Ports 1024-5000 OR 49152-65535 OR Ports 26691-26723 (These are the secondary
ports used in order to maintain multiple OBTAIN Client connections to the OBTAIN
Server. Which one of these port ranges is used by the OBTAIN Server is determined in
the OBTAIN Server Configuration. OBTAIN can have a maximum of 32 concurrent users.
Therefore, at most only 32 ports in any of the port ranges needs to be allowed. It is
important to note that in older versions of Windows the default Dynamic Port Range
was 1024-5000. However, in newer versions of Windows the default Dynamic Port
Range in 49152-65535. Therefore, if you’re on a newer version of Windows, i.e. Server
2012 or up, then even if you have 1024-5000 selected in the OBTAIN Server
Configuration the Client to Server communications will still attempt to use a port
between 49152-65535 instead).

b. Port 80 (Primary port used for the OBTAIN WebServices/WebUI traffic if HTTP is being
utilized).

c. Port 8888 OR Port 443 (Primary port used for the OBTAIN WebServices/WebUI traffic if
HTTPS is being utilized. By default, OBTAIN uses Port 8888 for HTTPS traffic. However, if
desired, this can be changed for Port 443 in the Web.Config files and IIS Bindings.)

d. Port 9219 (Primary port used for the OBTAIN Server to communicated with the OBTAIN
WebServices.)
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2) No Internet Connection — If the new OBTAIN Server host machine is intentionally not connected
to the internet then the certificates required to run the OBTAIN Server will need to be
downloaded and installed manually, after the OBTAIN Server has been installed. To do this,
navigate to the following URL and click the link in “Solution #1”.

http://support.obtain.com/knowledgebase/codesign/index.html

Transferring the OBTAIN Server Database and Configuration Files

Make a Backup of the OBTAIN Server Database:
1) Shutdown the OBTAIN Server, if it is running (Start > All Programs > OBTAIN Server Software >
Server Service Manager).

2) Open the OBTAIN Server Backup & Restore utility (Start > All Programs > OBTAIN Server
Software > Backup & Restore).

3) Click the Browse button and choose a location to save the database backup.

4) Change the default backup name from “OS_BAKUP.ZIP” to something more specific such as
“Prod_Obtain_Backup_xx_xx_xxxx.ZIP”, where the X’s are the date the backup is made.

5) Click the Backup button.
6) Close the Backup & Restore utility once the backup is complete.
7) Move a copy of the database backup to the new host machine.

Retain a Copy of the OBTAIN Server Configuration (Optional):
1) Open a Windows File Explorer dialog.

2) Navigate to C:\ProgramData\OBTAIN Server (ProgramData is hidden by default on Windows. If
you do not see ProgramData then follow the below steps).
a. Inthe Windows Files Explorer dialog, on the top toolbar, click View.
b. Inthe View Options, check the box labeled “Hidden Items”.
c. This should make the ProgramData folder visible to you within the C:\.

3) Create a copy of the OSERVER.CFG file to move to the new host machine.
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Retain a Copy of the OBTAIN Web.Config Files (Optional):

If the OBTAIN CMDB, ServiceNow, or WebUl WebServices are being utilized then it could be beneficial to
retain and transfer a copy of the associated Web.Config files, as opposed to having to configure them
from scratch on the new host machine.

1) Open a Windows File Explorer dialog.
2) Navigate to C:\Program Files (x86)\Knowledge Flow Corp.

3) Create a copy of the following files to move to the new host machine. (Since all of these files are
named Web.Config it is suggested that you rename them temporarily in order to differentiate
which Web.Config file is for which OBTAIN WebService.)

a. OBTAINCMDB\Web.config

b. OBTAINServerNow\Web.config
c. OBTAINWebBrowser\Web.config
d. OBTAINWebService\Web.config

Prepare the OBTAIN Server on the New Host Machine.
1) If not already done, install the same version of OBTAIN (Client and Server), that is running on the
current Production Server, on the new host machine.

2) Start the OBTAIN Server and then shut it down afterwards (Start > All Programs > OBTAIN Server
Software > Server Service Manager). The purpose of this step is to establish the OBTAIN Server
Service on the new host machine, to allow the Backup & Restore to run properly.

3) Open the OBTAIN Server Backup & Restore utility (Start > All Programs > OBTAIN Server
Software > Backup & Restore).

4) Click the Browse button and locate the database backup that was moved to the machine.
5) Click the Restore button.

6) Close the Backup & Restore utility once the restore is complete (Steps #7-6 are optional and can
be skipped if you do not want to retain a copy of the original OBTAIN Server Configuration or
WebService files).

7) Open a Windows File Explorer dialog.

8) Navigate to C:\ProgramData\OBTAIN Server (ProgramData is hidden by default on Windows. If
you do not see ProgramData then follow the below steps).
a. Inthe Windows Files Explorer dialog, on the top toolbar, click View.
b. Inthe View Options, check the box labeled “Hidden Items”.
c. This should make the ProgramData folder visible to you within the C:\.

9) Delete the existing OSERVER.CFG file and replace it with the copy of OSERVER.CFG that was
taken from the original host machine.
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10) Open the OBTAIN Server Configuration (Start > All Programs > OBTAIN Server Software > Server
Configuration) and change the machine hostname, in the WebUI Path field, to the name of the
new host.

11) Confirm that the Data Path is pointing at the correct location to where you restored the OBTAIN
Server database backup.

12) Click Save and close the OBTAIN Server Configuration.

13) Steps #13-16 require the OBTAIN WebServices to already be installed on the new machine. If
they have not been installed then either install them or skip to step #17.

14) Navigate to C:\Program Files (x86)\Knowledge Flow Corp.
15) Delete the Web.Config files from the CMDB, ServiceNow, WebBrowser, and WebService folders.

16) Replace the deleted Web.Config files with the corresponding backup copies taken from the old
host machine. Rename the files back to Web.config, if they were changed.

17) One-by-one, each of the Web.Config files and change any reference to the old machine’s
hostname to be the hostname of the new machine, then save the files.

18) Start the OBTAIN Server.

19) Modify the local OBTAIN Client Config to point at the new host machine, attempt to login and
confirm that the database was restored properly.
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Common Problems after Transferring the OBTAIN Server Database:

“No License Found” Error - After transferring the OBTAIN Server Database to a new host
machine you may receive a “No License Found” error. The OBTAIN License, when originally
applied, is integrated into the OBTAIN Server Database itself. This means that the License moves
with the OBTAIN Server Database and never needs to be reapplied. If you are receiving the “No
License Found” error after doing a transfer then it is typically indicative of one of the below
scenarios.

o The wrong Backup & Restore utility was used to create the Database Backup: There is a
separate Backup & Restore utility for the OBTAIN Server and the OBTAIN Client. If the
OBTAIN Client Backup & Restore was mistakenly used to create the database backup on
the original host machine, then the data that would have been restored to the new host
machine would be the built-in Example Database, that comes with new installations of
OBTAIN, and does not have a License file attached.

o The wrong Backup & Restore utility was used to restore the Database Backup: There is a
separate Backup & Restore utility for the OBTAIN Server and the OBTAIN Client. If the
OBTAIN Client Backup & Restore was mistakenly used to restore the database backup
on the new host machine, then the data that would have been restored would have
been restored to the OBTAIN Client, and not the OBTAIN Server. This would mean that
the OBTAIN Server is still running the built-in Example Database, that comes with new
installations of OBTAIN, and does not have a License file attached.

o The OBTAIN Client being used in configured incorrectly. If the OBTAIN Client being used
is in Standalone Mode and not Networked Mode, pointing at the correct OBTAIN Server
Host, then it will be pointing at the offline version of the built-in Example Database, that
comes with new installations of OBTAIN, and does not have a License file attached.

IP Address — More than likely, the new host machine will have a different IP Address compared
to the original host machine. This means that any user wishing to connect to the OBTAIN Server,
on the new host machine, needs to modify their OBTAIN Client Config so it points at the new IP
Address/Hostname of the new host machine.

Firewall - If the new host machine is located on a different network or behind a different set of
firewalls, then the required OBTAIN Ports need to be allowed for connections from OBTAIN
Clients to the OBTAIN Server to be made. The list of required Ports can be found in the OBTAIN
Server Configuration dialog.
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